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Introduction   

Successful Smart Grid implementation must start with a successful communications network and systems architecture 

 Given the increasing amount of data generated by Smart Grid meters and what is needed for real-time applications, 
communications are the backbone to a Smart Grid system  

 A variety of networks are available for improving the communication between utilities and consumers and making the best 
choice can vary by location and existing technology  

 Grid optimization can come from improvements in communication by the utility companies, end-users, and everyone in between  

The purpose of this document is to provide a brief timeline of the development of Smart Grid communications and 
forecast future changes and growth in this market 

 Smart Grid development is driven by several important factors but most importantly by increasing fossil fuel costs, government 
programs, and the convergence of two of the largest industries in the U.S.: Utilities and Information/Communications Technology 
(ICT)  

 2009 was the year of the Smart Grid due to these market drivers and stimulus driven grants 

 The explosions of IT and communications software made it more difficult for the development of the Smart Grid Interoperability 
Standards  
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The future of Smart grid implementation hinges on the understanding of the types of communications networks 

currently being developed, marketing to, and adopted by, utilities.  This report profiles that space 
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Framework For the Integrated Smart Grid 
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Applications and 

Technologies 

Distribution 

Automation 

EMS, DMS, OMS,  

GIS 

Event detection and condition based response, fault protection, 

congestion management, remote switching, voltage control 

 

Distribution and substation automation, asset protection, power 

quality management, automated feeder configuration, operation 

closer to true system limits 

Point of consumption voltage 

and current readings 

Demand 

Response 

Peak load management 

and control 

Short interval energy data acquisition, Load forecasting and load 

shifting 

Data about visualization of and 

control of energy end use 

AMI 
AMI, MDM, CIS, Outage 

Detection, Billing 

Remote meter reading, remote connect/disconnect, theft 

detection, customer prepay, real time pricing 

Real time customer access to 

meter data 

Distributed 

Generation 

Visibility and control 

systems for distributed 

assets 

Monitoring, dispatch and control of distributed assets such as 

renewables, CHP and energy storage devices 

Integration of distributed 

generation assets, enablement 

of VPP, and microgrid structures 

VPP and 

Microgrids 

Visibility and control 

systems for distributed 

assets 

Aggregation of supply and demand resources into a network that 

is either always grid tied (VPP) or can be islanded from the grid 

(Microgrid) 

Virtual Power Plants (VPP) and 

Microgrids 

Smart 

Charging of 

EV and PHEV 

Utility control and load 

monitoring for EV and 

PHEV applications 

Application data flow for EV and PHEVs 

End-user interface for smart 

charging and vehicle-to-grid 

applications 

Customer 

Solutions 

Integration of utility systems 

into consumer business 

processes 

Application data flow to/from end-user energy and building 

management systems  

Home/building portals, online 

billing, and pay/prepay, TOU 

pricing data 

Source: Greentech Media Research; EKA Systems; ScottMadden: “Integrating Smart Grid into Strategic and Business Planning” 2009; EPRI Smart 

Grid, March 2011; EPRI Field Area Network, April 2011 

Communications 

LAN 
 

Local Area 

Network 

WAN 

 

The backhaul network between the AMI 

Network and the utility 

AMI NETWORK  
 

The Field Area Network is the 

communications infrastructure that links 

the smart meter and the WAN to allow two-

way real time data transfer  

HAN 
  

Grid aware devices linking 

loads and appliances for 

utility and consumer control 

and management 

Power Generation  Transmission  Substation  Distribution Home or Building  

Utility System Application Functionality End-User Data 

As shown below, an Integrated Smart Grid framework is needed to implement  

Adapted from Greentech Media Research 
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Evolution of Electric Utility Communications Requirements 
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 Basic Enhanced Expanded 

Smart Grid Functionality 

 SCADA 

 AMR 

 Mobile dispatch 

 AMI (2-way) 

 Remote operations 

(connect/disconnect) 

 OMS / system restoration 

 Billing accuracy 

 Faster issue resolution 

 Energy information, IHDs, 

web analysis portals 

 Power quality services 

 Load profiling and 

forecasting 

 Substation and DAI 

 GIS management 

 Advanced sensors 

and system monitoring 

 Advanced conductors 

 

 Event detection 

and response 

 Demand response 

 Ancillary services 

 Voltage mgt. 

 Condition-based 

maintenance 

 Fast response 

storage for regulation 

 Utility scale renewables 

 Extended storage 

 Customer energy 

efficiency/management 

 Dynamic rates 

 “Load as Capacity” 

 Distributed energy (DER) 

and CHP 

 Small-scale renewables 

 Smart appliances and 

EVs 

Future Application Value 
– Higher reliability 

– Operate grid closer to “true” limits 

– Early event detection and condition-

based response 

– Grid congestion management 

– T&D planning and IRP optimization 

– Renewables integration 

– Digital power quality 

– Distributed resources/micro-grids 

– Reduced cost/carbon footprint 

Current Applications Value 
– Process / workforce efficiencies 

– Operating savings 

– Targeted event response 

– Reduced field service trips (truck 

rolls) 

– Higher customer satisfaction 

– Improved issues resolution 

– Improved load planning 

 

 

Distribution 

Operations 

Event 

Management 

Customer 

Services 

Grid 

Management 

Grid 

Reliability 

Smart 

Energy 

Applications 

There has been a steady progression in communications requirements for smart grid applications as the applications have 
evolved; increasingly communications will enable smart grid functionality and innovation for traditional utilities and new players 
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Changing Technology and Operating Interfaces (IT-OT)  

The development of Smart Grid technologies in utilities is blurring the boundaries between the traditional Information 
Technology (IT) and Operating Technology (OT) functionality and redefining the roles of each domain 

 The worlds of IT and OT teams have historically been distinct within utilities, and often for their service providers and business 
partners. IT has been primarily focused on business process and customer management systems, while operational systems 
for managing and monitoring power networks have been the domain of operational teams, with only limited input from the IT 
department…..that situation is changing for a number of reasons 

 Automated metering, driven, in large part, by government funding and mandates, has been the trigger and focal point of smart 
grid transformation thus far. While AMI is creating value and benefits, it (and other smart grid initiatives) has often been 
executed in a siloed manner based on who gets the funding, which is symptomatic of the traditional solution business culture of 
the industry  

 The approach of optimizing performance and return in one silo, while not adequately attending to an overall smart grid vision 
and roadmap is a recipe for limited success. Islands of automation may ultimately require a future “rip-and replace” to bring that 
solution into conformance with the strategy and processes at the utility enterprise level 

 Smart grid solutions need to be designed in anticipation of future uses and technologies at the numerous prospective interface 
points throughout the enterprise.  The data and infrastructure needed to support the smart grid should fit into an overall 
enterprise business strategy and roadmap for technology implementation and process improvement in order to enable business 
leaders to effectively respond to enterprise business challenges, market developments, and new requirements 

 The sheer complexity of interoperability and integration requirements indicates that the future state of the smart grid will be 
daunting.  However, the utility industry has impediments to acting effectively in a turbulent market environment, which suggests 
a more difficult path than that experienced by other de-regulating industries. 

 The Smart Grid array of systems and applications, with its historically hierarchical siloed engineering-oriented business and 
delivery processes, and the historical de-emphasis on IT technology in general, form barriers to successful business and 
technology transformation.  These must be addressed  

4 

Source: EPRI 2011  
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It Is Important to Understand Network Characteristics  
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 Typically, the smart meter communicates to substations and/or other “take out points” (where the utilities’ “back haul” networks 
are located) over a variety of data transmission methods including wire, fiber, phone, radio, and cable 

 One of the major advantages of Smart Grid networks is that the data can move bi-directionally, back and forth between the utility 
and the end-users; this creates a new environment for business processes and opportunities for utilities and non-traditional 
players, so it is important to understand the nature of this new network topology 

 Since the physical landscapes of different geographical regions are remarkably different – rural, suburban, urban, with the added 
possibility of extreme weather, different solutions will be appropriate in different field areas - considerations of a network’s 
latency, reliability, cost, maturity level, maintenance and resiliency are the leading characteristics that need to be weighed 

 The grid is a real time, dispersed network - if data transmission is slow or inconsistent  grid monitoring or control can’t be 
performed in real time 

 There are several key aspects of a successful wireless network, and many are dependent on whether the network is public or 
private:  

— Availability: Availability is the degree in which networks can be successfully accessed - public carriers have increasing 
levels of uptime, but when sharing the network with consumer, performance can decrease with network congestion 

— Survivability: Survivability is the measure of the network persistence in available up-time - most public networks have 
mixed histories of outages, and location is important  

— Coverage: Coverage is the degree in which a specific territory is served by a network - private carriers often have a 
variety of wireless technologies while public carriers often have unserved/underserved areas within their network  

— Latency: Latency is the time needed for an electronic message to travel across a communications system and for the 
remote system to respond - This is important because for wide area situational awareness, critical protection and 
control applications, broadband type speeds with latency measured in milliseconds will be required for networking and 
communication  

— Security: Security is both cyber security and data security - both public and private carriers need to increase security 
to meet energy grid demands  

— Control: Control is the degree in which network functions can be managed - privately controlled networks have greater 
control over smart grid applications  

 

 



Copyright © 2011 by ScottMadden. All rights reserved. 

An “Alphabet Soup” of Field Area Networks   

Transmission and Distribution are changing from a vertically integrated SCADA into a horizontally layered communication 
network, and multiple types of communication technologies are not only possible, but expected 

 AMI allows for two-way communication, but that communication is not possible without area networks that stretch end-to-end 

 Smart grids require layered communication networks and coordination between three major types of area networks:  

— Field Area Networks  (FANs) are specialized networks that connect the substation and the consumer and also connect the 
WAN and the FAN to allow for real-time communications across a variety of ICTs  

— Home Area Networks (HANs) are still in their infancy and are a type of personal area networks (PANs) that are specifically 
designed to be operated by end-users. Other end user technologies include Business Area Networks (BANs) also known 
as Industrial Area Networks (IANs)  

— Wide Area Network (WANs) are more established networks that are driven by utilities and provide a link between 
substations and utility companies to monitor usage.   They traditionally communicate with Local Area Networks (LANs) and 
will likely need upgrades to accommodate the increase in traffic  
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Source: PowerGrid International, 201  

The FAN is the missing link for two-

way communications between a 

WAN and end-users and it is crucial 

for the success of future smart grid 

applications and efficiency.  This is 

where the action is now. 
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Benefits of Field Area Networks  

FANs will provide critical infrastructure for the “second wave” (AMI being the “first wave”) of ICT-enabled utility systems 

 Some of these “second wave” applications include:  

— AMI backhaul improvements 

— Distributed automation  

— Consolidation of multiple networks in one large infrastructure  

— Four 9’s of reliability (99.99%, or < 2 hrs/year of outages) 

— Integration of intermittent renewable energy that requires variable generation  

— EV/PHEV charging and increased on-peak demand 

— Transportable base relay station (mobile station to base station to relays) which limits disruptions  

 Without the end-to-end communication with the integration of the FAN, these second wave applications will not function  

 The development of the FAN can help bridge the gap between existing network infrastructure in the WAN and the emerging 
applications that are being developed to deliver on the promises of Smart grid integration - The FAN is where IT and OT join  

— Most analysts predict that there will not be a complete overhaul and synchronization of IT and OT any time in the near 
future due to the lack of federal regulations and the varying levels of Smart grid integration 

— The real benefits of the Smart grid cannot be realized without the integration of the FAN  
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Source: EPRI 2011 

Only 27% of utility companies believe that current  ICT systems can have adequate bandwidth, 

to support distribution automation and other advanced Smart grid applications.  

Most (66%) are unsure  
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Challenges to the Development of FAN 

Despite the  necessity of FANs for the overall success of the Smart grid, there are still several challenges to the 
investment in new communications networks  

 

8 

Challenges Why it’s a Problem Solutions 

Utility Company 

Incentives 

Utilities need to be incentivized to not only invest 

in the new technology, but also to sell less energy 

by encouraging customer energy efficiency 

Some states have de-coupled charges from energy-used, 

but real gains can come through increased charging through 

EVs and more efficient control of distribution 

Lack of 

Standards  

Without standards of interoperability, there are no 

guarantees that new technologies will be “plug-

and-play” which limits investment from utilities and 

other venture capital sources  

The NIST is currently working on Smart grid interoperability 

standards, with cooperation from industry leaders that will 

hopefully come together soon with the help of data from test 

sites 

Immaturity of 

Startups 

DOE grant funding has increased the opportunities 

for smaller companies to break into the niche 

markets of Smart grid tech, but utilities are 

reluctant to invest in smaller companies because 

they don’t want stranded assets if the companies 

go under.   

Larger companies are beginning to break into the market, 

which lends greater credibility to Smart Grid ICT, and with 

the development of standards, soon there will be greater 

uniformity in terms of communication technology and 

networks. Utilities are not rewarded for assuming R&D risk; 

this can create opportunities for non-traditional players. to 

partner or compete with utilities 

Immaturity of 

Networks 

In some areas the required connectivity is still 

lacking and requires older ICT network types, 

limited latency,  inadequate security, and low 

reliability 

Investment is still strong in this area, and federal subsidies 

are still increasing connectivity in rural areas, but as 

networks begin to expand and utilize different ICT, this 

problem should lessen 

Convergence of 

HAN, WAN, 

and FAN 

HANs have yet to really take off, and without many 

systems installed, it can be difficult to predict the 

demands for communications on the other area 

networks: FAN and WAN 

Development of the FAN is growing rapidly now that Smart 

meters have become more prevalent, and the improvement 

of the FAN can lead the way for HAN development in the 

future  
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Smart Grid Communications - EPRI  

Utility companies are at a particularly difficult crossroads in determining what they are willing and/or able to make in 
developing communications for Smart Grid capabilities 

 The EPRI report recently increased its estimates for projected costs of Smart Grid deployment 

— Total Smart Grid deployment will cost between $337-476 billion, much of which is being funded by 
telecommunications and technology companies outside of utility spend - returns are estimated at $1.3-2.3 trillion, 
which is the driver for external funding sources 

— $2.3-3.4 billion is expected to be spent on communication infrastructure for Smart substations and $668 million for 
substation communication  

— Communication to new and existing AMI will cost $8.7 billion  

 With limited standardization at any level, utility companies are left to make their own decisions on best fits for their own current 
and future communications requirements 

— Demand automation (DA), electric vehicle (EV) charging, demand response (DR) and home area networks (HAN) are 
bound to increase communication and security requirements so some utility companies are slow to invest in current 
communication networks that can support these functions  

— Utility companies traditionally think of IT upgrades (such as RTUs and IEDs) on a 15-30-year time horizon, whereas 
communications technology operates on a five-year time horizon  

 Several factors have led to utility companies choosing several different communication networks  

— Larger utility companies serve a variety of regions; urban, rural, suburban, etc.  

— The prevalence of smaller startups thanks to government spending 
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Source: EPRI 2011  
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Communications Network Selection (Cont’d)  

Business  
Framework 

• Developing a broad 
understanding of 
service 
requirements, 
capacity, availability, 
security, and 
interoperability 

Architecture 
Framework 

• Identifying 
particular 
technology issues 
that are 
presented by the 
existing 
technology 
architecture 

Technology 
Standards 

• Determining both 
regulatory 
restrictions and 
industry best 
practices 

Applications 
Requirements 

• Understanding 
the types of 
applications (DR, 
EV, etc.) the 
network will be 
required to 
interface with 

Vendor’s Design 
Solution  

• Evaluating which 
vendor provides 
the best solution 
to the problem 
areas and future 
demands 
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What makes selecting a communications network difficult is both anticipating future demand and future technologies at 

the time of implementation. The process for selecting appropriate vendors should come after evaluating several other 

aspects of the current system  

Source: Sonoma Innovations  

What are the 

business 

requirements that we 

are trying to meet and 

how much future 

scaling requirements 

should we plan for?  

How will we change, 

modify or adapt our 

existing technology 

architecture to meet 

emerging business 

needs? 

What are the likely 

technology standards 

that we will have top 

meet and how can we 

plan contingency into 

our design? 

What smart grid 

applications have a 

high level of confidence 

of implementation and 

what others are 

anticipated being 

implemented 

Which existing and 

emerging vendor or 

vendor combinations 

provide the best 

opportunity for a 

successful smart grid 

implementation? 

Smart Grid implementation requires a plan that includes off ramps, contingency and accounts for a degree of 

uncertainty – doing nothing and waiting for absolute certainty increases the risk of higher future costs, lower service 

levels and inability to maintain existing systems due to vendor obsolescence  
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Future of Smart Grid Communications Technology 

The future of Smart Grid communications is likely to be a patchwork of interoperable services that can bridge existing 
infrastructure with the development of the FAN and other branches of communication  

 IT/OT systems are likely to have a federated architecture that allows for incorporating new and existing technologies 

— Increased bandwidth will be a necessary upgrade for most systems, but many existing networks and applications can 
be integrated into upcoming AMI/FAN infrastructures  

— Below is an example of how utility IT systems and upgraded OT systems can be federated to incorporate existing 
infrastructure and also to incorporate the much anticipated Smart Grid applications 

 IT/OT requirements differ so greatly that dual bus systems might be required to increase security, reliability, 
and performance 

 The figure to the right represents the forecasted technology types over the next 5 years 

— Mesh and wireless technology are expected to be more successful in North America, whereas power line technologies 
are more important for Europe and Asia  
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Source: Greentech Media 2011; Pike Research 2011  
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Home Area Network Standards are Under Debate 

Utility companies are at a particularly difficult crossroads in determining what they are willing and/or able to make in 
developing communications for Smart Grid capabilities 

 Even though Wi-Fi Internet service and home networking are entrenched as HAN standards - there is a tug of war between 
utilities and large retail companies (such as Wal-Mart and Best Buy) over future HAN standards 

 A number of utilities are supporting Zigbee and favor a closed system, while large retailers are supporting Wi-Fi which enables 
them to sell interconnection gear 

 Many utilities are members of the “Zigbee alliance” which outlines the specifications, standards and specific solutions for HANs 

 Utilities do not like the Wi-Fi solution because removes them as intermediaries in a supply chain, so others become able to 
bypass the utility via internet solutions, endangering some desired utility business models and quite possibly, grid security and 
control 

 Regulatory input will likely play an important role in the ultimate configurations 

 Zigbee may have a place as a complementary network service (Zigbee based appliance network interfaces that would connect 
to an IP network over Wi-Fi via a gateway as an example) - This would provide users the ability to manage/monitor usage via 
their PC/iPhone/iPad 
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Source: EPRI 2011  
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Communications Network Providers  
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Smart Grid integration requires integration of a variety of forms of networks and communications technologies. The 
following chart provides only a few examples of companies that work within the different sectors, and the type(s) of 
communications networks they use 

Smart Grid: Wireless 
and/or Wireline 

Demand Response 

Comverge: clean 
energy integration 

Enernoc: integrates 
variable generation 

HAN/EMS 

Zigbee: Low rate 
wireless PANs 

GridNet: WiMax 

AMI: Networking and 
Comm. 

Echelon: Wireline 

GE: Wireless WiMax 
or RF Mesh 

Grid Optimization 

ABB: end-to-end 
services; wireless 

mesh networks 

SEL: distribution 
automation/ end-to-

end  

Software and 
Applications 

Ecologic: Data 
Management 

Gridpoint: EVSE 
technology 

Source: Greentech Media 2010 
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For more information on Smart Grid Communications, please contact us. 
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