
 

 

 

ScottMadden Energy Industry Update Examines Cybersecurity: 
Information Technology and Operational Technology Convergence 
 
ATLANTA, GA – (August 8, 2016) – ScottMadden, Inc., one of North America’s leading 
energy consulting firms, recently released its newest edition of The Energy Industry Update. 
This highly anticipated semi-annual report provides bottom-line insights, distills recent events, 
and helps you prepare for emerging trends. 
 
In December 2015, a Ukrainian power outage demonstrated how a cyberattack on an electric 
utility can unfold. The attack targeted utilities’ operational technology (OT), including an 
operator’s ability to monitor power flow. Malware was installed to prevent technicians from 
detecting the attack. Credited as the first known power outage caused by a cyberattack 
targeting OT and information technology (IT) networks, this demonstrated the importance of 
IT/OT convergence within enterprise cybersecurity programs. 
 
“IT and OT have been converging as we’ve been moving toward a more digital grid,” said Jon 
Kerner, partner and IT practice leader at ScottMadden. “Evolving technology and cybersecurity 
concerns are driving closer collaboration between IT and OT organizations, which is new for 
many utility organizations.” 
 
Successful IT/OT convergence requires a strategic enterprise cybersecurity program backed 
by strong executive leadership and project and change management. This report provides an 
overview of how IT and OT have historically been distinct, recent developments challenging 
the model, key challenges to IT/OT convergence, and lessons from successful companies 
addressing convergence challenges. 
 
About ScottMadden’s Energy Practice 
We know energy from the ground up. Since 1983, we have been energy consultants. We have 
served more than 300 clients, including 20 of the top 20 energy utilities. We have performed 
more than 2,400 projects across every energy utility business unit and every function. We have 
helped our clients develop strategies, improve operations, reorganize companies, and 
implement initiatives. Our broad and deep energy utility expertise is not theoretical—it is 
experience based. 
 
About ScottMadden, Inc. 
ScottMadden is the management consulting firm that does what it takes to get it done right. 
Our practice areas include Energy, Clean Tech & Sustainability, Corporate & Shared Services, 
and Grid Transformation. We deliver a broad array of consulting services ranging from 
strategic planning through implementation across many industries, business units, and 
functions. To learn more, visit www.scottmadden.com | Twitter | Facebook | LinkedIn 
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